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Types of Business

• Finance
• Consulting Services
• Telecommunications
• Manufacturing
• Utilities
• Transportation

• Health Care
• Wholesale Trade
• Retail Trade
• Insurance
• Real Estate
• Education



Computer Security Concerns
by Type of Business

Embezzle-
ment Fraud Theft

of Info
Vandalism
Sabotage DoS Virus Other

Finance

Consulting

Utilities

Health Care

Etc. . . .



Computer Security Concerns
by Size of Business

Embez-
zlement Fraud Theft

of Info
Vandalism
Sabotage DoS Virus Other

1-10 employees

11-50

51-100

101-500

Over 500



Computer Security Concerns
by Operating Revenue

Embez-
zlement Fraud Theft

of Info
Vandalism
Sabotage DoS Virus Other

Under $10K

$10K – $50K

$50K – $100K

$100K – $500K

Over $500K



Computer Security Technology
by Type of Business

Anti-
Virus

Bio
metrics

Digital
Certs

Logs /
Filters

Encryp
tion

Fire
wall

Total
Spent

Finance

Consulting

Utilities

Health Care

Etc. . . .



Business Continuity /
Disaster Recovery Programs

In Place Being
Implemented

In
Planning
Stage

No Plans Don’t
Know

Percent
Tested

Finance

Consulting

Utilities

Health Care

Etc. . . .



Types of Theft

Number of
Incidents

Percent of
Incidents
with loss

Monetary
value taken

Total
monetary
loss

Embezzlement

Fraud

Theft of
Proprietary
Information



Other Incidents
Number
of
Incidents

Percent
with
Downtime

Network
Downtime
(in Hours)

Indiv. PC
Downtime
(in Hours)

Percent
with
Monetary
Loss

Recovery
Cost

Denial of
Service
Vandalism
Sabotage

Virus

Other



Most Significant Incident
by Type of Access

Hard-
wired

Wireless
E-Mail

Wireless
Internet

Wireless
Network

E-Commerce
Website Other

Embezzle-
ment

Fraud

Theft of
Information
Denial of
Service
Vandalism
Sabotage
Virus

Other



Reporting Incidents

Local
L.E.

State
L.E. FBI Fed.

CIRC
Other
Fed. CERT ISAC SANS ISP Other

Did
not
report

Embezzle-
ment

Fraud

Theft of
Information
Denial of
Service
Vandalism
Sabotage
Virus

Other



Reason Incidents
Were Not Reported

Negative
publicity

Lower
confidence

Competitor
advantage

Seized
data

L.E. has no
jurisdiction

Nothing
to gain

Embezzle-
ment

Fraud

Theft of
Information
Denial of
Service
Vandalism
Sabotage
Virus

Other


